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A RANSOMWARE TALE

SPOILER ALERT: THERE IS NO FAIRY TALE ENDING
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What Do We Do Now?

Contact Threat Breach

Employee and Actor and Notification

Get Breach Team
Customer

in Place Ransomware Analysis and

Communication o .
Negotiation Advice
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Breach Team

Time is precious — yet most companies don’t know who
to call when they are the star in the Ransomware Tale!

All hail the forensics team...what is this privilege
thing?

What is a ransomware negotiator and why do | need it?

What is the comms plan?
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u have a solid NDA in case you have to discuss the
yber event with specific customers?
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The Ransomware
Negotiation Dance

Do you have to negotiate and how do you do it?
Request proof of decryption (Do not send PI/PHI files).
Do not pay the ransomware without interacting with
law enforcement: Booby prize could be prosecution

for aiding terrorism!

Do not assume the decryption key will work on all
files.
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A Pause for Privacy

Do you collect Pl or PHI?

Do you store PlorPHI?

Do you process Pl or PHI for others?

Do you know where it is on your network?

Will Pl or PHI appear in unexpected places?
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Breach Notification Rules

GDPR: 72 Hours After the Breach
VS.

50 U.S. Breach Notification Laws
(Time Period Varies by State)
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Cost of a data breach divided into four cost segments
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Notification

Cost of a Data Breach Report 2023 | Global Average Costs | © 2023 IBM Corporation
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USD 4.18M

Average cost of a data breach in Transportation

6% lower than the
USD 4.45M global average

8th highest cost
of 17 industries studied

Global highlights
Top 3 initial attack vectors

Phishing I 16 %

Compromised credentials 15%

Cloud misconfiguration I 11%

Percentage of all breaches

USD 332M USD 5M

Average total cost of a Average cost of ransomware-
breach of > 50M records related breach

Cost of a Data Breach Report 2023 | Transportation industry | ® 2023 IBM Corporation
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Wyndham Grand Rio Mar Puerto Rico Golf and Beach Resort —
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Key statistics Root causes of a data breach

Percentage 28%
of transportation
organizations with
2 7 % extensive use of
security Al and
automation

47%

25%

US D 850, OOO M Malicious attack IT failure ™ Human error

Cost savings of fully deployed security Al and
automation versus global average cost of a breach

Time to identify and contain

Transportation industry

200 days to identify 71 days to contain

Global average

204 days to identify 73 days to contain

USD 1.5M

Average cost savings with incident response (IR) teams
and testing versus no IR teams or testing
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The Future Al and Security
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Ransomware Epilogue

Risk
MFA Implementation Assessment/Implementation
Cyber Plan

Understand Your Insurance
Coverage and Panel Firms

Wyndham Grand Rio Mar Puerto Rico Golf and Beach Resort —

Transportation Lawyers
Association

What is your Liability under
your customer and vendor
contracts?

No Incident Plan is Planning
to Fail

CTLA £2080
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Key Takeaways

It won’t happen to our organization is no excuse!

How many customers do you want to lose before security is a priority??
Ransomware is now a trillion-dollar industry for a reason!

Do you have a plan? Who are you going to call?? Hint: It’s not Ghostbusters!

Have you exercised your plan (would you shew,up.Super Bowl.Sunday with.no
game plan)?
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